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Program Schedule for Modulel

‘_ Date & Day | Time Activity |

17.09.18 1:30PM to 4:30PM | Modules(1-3) l

|
|
19.09.18 1:30PM to 4:30PM | Modules(1-3) l
|

| |
i |
|
19.09.18 ‘ 1:30PM to 4:30PM ‘ Modules(4-7) I
| i
| | i
| i |
24.09.18 1:30PM to 4:30PM | Modules(4-7) ’
|
f 26.09.18 | 1:30PM to 4:30PM | Modules(8-10) |
01108 | 1:30PMt04:30PM | Modules(3-10) ‘
| | . —
| 1 = |
|
‘ 03.10.18 1:30PM to 4:30PM | Modules(11-13)
| l e
[ 08.10.18 1:30PM to 4:30PM | Modules(14-15)
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|
10.10.18 1:30PM to 4:30PM Modules(14-15)
15.10.18 1:30PM to 4:30PM Modules(16-17)
17-10-18 1:30PM to 4:30PM Modules(16-17)
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Dr.T THIMMATAH INSTITUTE OF TECHNOLOGY, KGF

CISCO MODULE 1 - SYLLABUS

SIL.NO

MODULES

TOPICS

OBJECTIVES

Modules(1 - 3): Basic Network Connectivity
and Communications

Topic Title

Topic Objective

Networks Affect our Lives

Explain how networks affect our daily lives.

Network Com s Explain how host and network devices are used.
Network R ntations and . . .

3 ceprese Explain network representations and how they are used in network topologies.
Toplogies

Common Types of Networks

Compare the characteristics of common tvpes of netwarks.

Tnternet Connections

Explain how LANs and WANS interconnect to the internet.

Reliable Networks

Describe the four basic requirements of a reliable network,

Network Trends

Explain how trends such as BYOD_ anline collaboration, video. and cloud computing are chanping the wa, we interact,

Network Security

Identify some basic security threats and solution for all networks.

The IT Professional

Explain employment opportunities in the networkine field.

[

Modules 4 - 7: Ethernet Concepts

Topic Title

Topic Objective

Purpose of the Physical Layer

Describe the purpose and functions of the physical layer in the network.

Physical Layer Characteristics

Describe characteristics of the physical layer.

Copper Cabling

Identify the basic characteristics of copper cabling.

UTP Cabling ! Explain how UTP cable is used in Ethernet networks.
- Fiber-Optic Cabling Describe fiber optic cabling and its main advantages over other media.
Wireless Media Connect devices using wired and wireless media.
Modules 8 - 10: Communicating Between o . .
3 Topic Title Tapic Objective
Networks
Network Layer Characteristics |Explain how the network layer uses IP protocols for reliable communications,
- IPv4 Packet Explain the role of the major header fields in the IPv4 packet.
TPv6 Packet Explain the role of the major header fields in the IPv6 jiacket. ———
How a Host Routes Explain how network devices use routiny tables to direct packets to a destination network.
Router Routins Tables Explain the function of fields in the routinz table of a router.
4 Modules 11 - 13: TP Addressing Topic Title Topic Objective
LPv4 Address Structure Describe the structure of an IPv4 address includiny the network portion_ the host portion_ and the subnet mask.
TPv4 Unicast, Broadcast, and - . .
M:ml:.::.m » Srogdeastan Compare the characteristics and uses of the unicast, broadcast and multicast IPv4 addresses.
Types of IPv4 Addresses Explain public_private. and reserved IPv4 addresses. -
| B B Network Segmentation Explain how subnetting segments a network to enable better communication.
Subnet an [Pv4 Network Calculate [Pv4 subnets for a /24 prefix.
Subnet a /16 and a /8 Prefix Calculate IPv4 subnets for a /16 and /8 prefix.
Subnet To Meet Requirements |Given a set of requirements for subnetting, implement an IPvd addressing scheme.
Variable L : , . o ' o
arla.b e Length Subnet Explain how to create a flexible addressing scheme using variable length subnet masking ( VLSM).
Masking
Structured Design Implement a VLSM addressinu scheme.
Modules 14 - 15: Network Application ) i R
5 L. Topic Title Tapic Objective
Communications
B Transportation of Data Explain the purpose of the transport layer in manauinz the transportation of data in end-to-end communication.
TCP Overview Explain characteristics of TCP B |
- UDP Overview Explain charaeteristics of UDP.
—= Port Numbers Explain how TCP and UDP use port numbers.
- B TCP Communication Process _|Explain how TCP session establishment and termination processes facilitate reliable communication,
Reliability and Flow Control Explain how TCP protocol data units are transmitted and acknowledeed to suarantee delivery. |
UDP Communication Comypare the operations of transport {ayer protocols in supjerting end-to-end communication
o Modules 16 - 17: Building and Securing a Tanic Titl b nic Obiecti
. opic Title opic ective
Small Network - P Pt
curity Threat . . . }
f/eubllt::rz’bili;:: R Explain why basic security measure are necessary on network devices. B |
Network Attacks Identify security vulnerabilities. = -
Network Attack Mitization Identify zeneral mitigation techniques.
Device Security Confizure network devices with device hardening features to mitisate security threals.
7 |Practice Exams B
8 Course Feedback
9 Final Exam

Course Instructors:

1. SHASHIKIRAN S

2. SRINIVAS BABU N
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Program Schedule(modulell)

' Date & Day Time | Activity ]

05.11.18 1:30PM to 4:30PM | Modules 1 - 4

07.11.18 1:30PM to 4:30PM | Modules 1- 4

12.11.18 1:30PM to 4:30PM | Modules 5- 6

14.11.18 1:30PM to 4:30PM | Modules 5- 6 '

19.11.18 1:30PM to 4:30PM | Modules 7- 9

26.11.18 1:30PM to 4:30PM | Modules 7-9
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Department of Computer Science & Engineering
Dr TThimmaiah Institute of Technology,

e

. .
SALI 1 30PM 10 4:30PM | Modules 10-13

05.12.18 1:30PM to 4:30PM | Modules 10-13

05.12.18 1:30PM to 4:30PM | Modules 14 - 16

13-12-138 1:30PM to 4:30PM | Modules 14 - 16

G
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Dr.T THIMMAIAH INSTITUTE OF TECHNOLOGY, KGF

CISCO MODULE 1 - SYLLABUS

Networks

SI.LNO |MODULES TOPICS OBJECTIVES
. Modules(1 - 3?: Bfmc Network Connectivity Topic Title , Topic Objective
~|and Communications -
1. Networks Affect our Lives Explain how networks affect our daily lives.
Network Conmijionents Explain how host and network devices are used. _
Network' Representations and Explain network representations and how they are used in network topolagies.
L - [ — Topolouies _
S Comman Types of Networks Comypare the characteristics of common types of netwaorks. _|
1 Tnternet Connections Explain how LANs and WANs interconnect to the internet. __
— - Reliable Networks Describe the four basic requirements of a reliable network. —
= . Network Trends Explain how trends such as BYOD, online coltaboration, video, and cloud comjutimy are chanaing the way we interaci
= - ~ |Network Security Identify some basic security threats and solution for all networks. o -
The IT Professional Explain employment ojportunities in the networkinu field
2 |Modules 4 - 7: Ethernet Concepts Topic Title Topic Objective = A
Purpose of the Physical Layer Describe the purpose and functions of the physical layer in the network. |
Physical Layer Characteristics Describe charactenistics of the physical layer. |
_ Copper Cabling Tdentify the basic charactenstics of copper cablina. - ___ _
I UTP Cablinz Exlain how UTP cable is used in Ethernet networks. _ o
N Fiber-Optic Cabling Describe fiber opitic cabling and its main advantages over other media. - |
Wireless Media Connect devices using wired and wireless media.
Modules 8 - 10: Communicating Between - o
3 Topic Title Tapic Objective

Network Layer Characteristics

Explain how the network layer uses IP protocols for reliable communications.

1Pv4 Packet

Exnlain the role of the major header fields in the 1Pv4 racket. )

TPv6 Packet

Explain the role of the major header fields in the TPv6 packet |

How a Host Routes

Router Routing Tables

Explain how network devices use routing tables to direct packels to a destination network. |
Explain the function of fields in the routine table of a router.

Modules 1 -13: 1P Addressing

|1Pv4 Address Structure

Topic Title

Topic Objective

Describe the structure of an [Pv4 address includinz the network portion_the host portion, and the subnet mash’

1Pv4 Unicast, Broadcast, and
Multicast

Campare the characteristics and uses of the unicast, broadcast and multicast [Pv4 addresses

Ty pes of TPv4 Addresses

Explain public, private, and reserved IPv4 addresses. -

| Network Segmentation

| Explain how subnetting s a netwark to enable better communication.

Subnet an 1Pvd Network

Calculate [Pv4 subnets for a /24 [refix.

Subnet a /16 and a /8 Prefix

Calculate TPv4 subnets for a /16 and /8 prefix.

Subnet To Meet Requirements

Given a set of requirements for subnetting, implement an {Pv4 addressing scheme

Variable Length Subnet
Masking

Explain how to create a flexible addressing scheme using variable length subnet masking (VLSM).

Structured Design

Implement a VLSM addressing scheme.

Modules 14 - 15: Network Application

S Communications Topic Title Topic Objective |
| ___ _|Transportation of Data Explain the purpiose of the transportla; er in managing thie transportation of detain Mg-cM@vai@(_lﬂ____w

J— __|TCP Overview Explain characteristics of TCP. — B

L | UDP Overview Exjilain charactenstics of UDP. o I !

= ——— Port Numbers Exylain how TCP and UDP use jort numbers. |

I ~ TCP Communication Progess |Explain how TCP session establishment and termination [rocesses facilitate reliable comrunicaton. - I

Reliability and Flow Control Explain how TCP {rotocol data units are transniitted and acknowledued t gupantee delivery. - |

UDP Communication Compare the operations of transport laver protocols in supperting end-tu-end communication. |

i

p Modules 16 - 17: Building and Securing a Tonic Titl Fonic Object : |

Small Network opic Title apic Objective I
Security 'I.'l'll:enls and Explain why basic security measure are nccessary on network devices.

R Vulnerabilities _ — e -
| o e - Network Attacks Tdentifv security vulnerabilities. il Py . .
[ Network Attack Mitigation Tdentify seneral mitization techniques. .

Device Security Confi.ture network devices with device hardening features to mitigate security threats
? Practice Exams o =
8 [Course Feedback . S
9 |Final Exam N

Course Instructors:

1. SHASHIKIRAN §

2. SRINIVAS BABUN
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Cisco Newo: g 43332,

CCNA Routing and Switching: Introduction to Networks

The studen: has successfully achieved student level credential for
course administered by the undersigned instructor. The student wa

Explain netwark technologies.

Explain how devices access local and remote network
resources.

Describe router hardware.

Explain how switching operates in a small to medium-sized
Lusiness network.

Ayesha M

R T

Lr.T.Thimaiah Institute of technology

Leadee

India

rmatoan

flamge

Nagaraj S

frotegas 1og

completing CCNA Routing and Switching: Introduction to Naw0rks
s able to proficiently:

Feh 14, 2019

[tate

latrtctor 2

Design an IP addressing scheme to provide netacrk

connectivity for & small to medium- sized business network.,
Configure initial settings on a network Yavice.
Implement basic network connectivity betwean devices.

Configure monitoring tools available tor small 1a med.um-
sized business networks.,
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CCNA Routing and Switching: Introduction to Networks

Cisco Networking Academy

The student has successtully achieved student level credential for completing CCNA Routing and Switching: Introduction to Networks

course administered by the undersigned instructor. The student was able to proficiently:

« Explain network technologies.

+ Explain how devices access local and remote network
resources.

» Describe router hardware.

+ Explain how switching operates in a small to medium-sized
business network.

Dharani J J

Student
Or.T.Thimmaiah Institute of technology

Academy Name

India

Location

Nagaraj S

instructor

* Design an IP addressing scheme to provide network
- connectivity for a small to medium- sized business network.

+ Configure initial settings on a network device.

* Implement basic network connectivity between devices.

Feh 14, 2019

Dale

A

A s

VAR T |
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Instructor $ gnature

Configure monitoring tools available for small to medium-
sized business networks.
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